BIBLIOGRAPHY

Book

Andi Hamzah, Aspek-Aspek Pidana Di Bidang Komputer, (Jakarta: Sinar Grafika,
1989).

Bidgoli Hossein, The Internet Encyclopedia. (Hoboken: John Wiley & Sons, 2004).

Bruno de Padirac, The International dimensions of cyberspace law, (England:
Aldershot, 2001).

Edmon Makarim, Pengantar Hukum Telematika, (Depok: PT Rajagrafindo

Persada, 2005).

Edwin Fraumann, Economic Espionage: Security Missions Redefined, (Wiley,
1997).

Libicki, Martin C. Cyberdeterrence and Cyberwar. RAND Corporation, 2009.

Singer, P. W., and Allan Friedman. Cybersecurity and Cyberwar What Everyone
Needs to Know. Oxford University Press, 2014.

Stein Scholberg, The History-of Cybercrime: 1976-2014,;(Norderstedt: Books on
Demand, 2014).

William Gibson, Neuromancer, (London:-HarperCollins; 2001).

Journal

Ahmad Candra, Suhardi, and Pratama Dahlian, “Indonesia Facing The Threat of
Cyber Warfare: A Strategy Analysis”, State Intelligence Academy, Vol. 7,
(2021), pg. 444.

Carrie Williams, “Research Methods”, Journal of Business & Economic Research,
Vol. 5, (2007), pg.1.



David G. Post and David R. Johnson, “Law and Borders — The Rise of Law in
Cyberspace”, First Monday, Vol. 1, (1996), pg. 1-5.

“Cybercime: The Council of Europe Convention”, Congressional Research
Service, Vol. 7, (2006), pg. 4.

“Foreign Economic Espionage in Cyberspace”, National Counterintelligence and
Security Center, (2018), pg. 7-13.

“Tantangan Penguatan Keamanan Siber dalam Menjaga Stabilitas Keamanan”,
Pusat Kajian Anggaran Badan Keahlian DPR RI, (2021), pg. 4.

“Transborder access and jurisdiction: What are the options?”’, Cybercrime
Convention Committee (T-CY), (2012), pg. 26-27.

“The Economic Impact of Cybercrime and Cyber Espionage”, McAfee, (2013), pg.
16.

Law
Canadian Security Intelligence Service Act (R.S.C., 1985, ¢c. C-23)
Convention on Cybercrime, Budapest, 23.X1.2001

Economic Espionage Act of 1996, 18 U.S.C, 1831-1839 (1997)

Explanatory Report to the Convention-on Cybercrime, Budapest, 23.X1.2001

Government- Regulation-No. 4 of 1992 -concerning the Implementation of
Telecommunications for the Purposes of National Defense and Security

Law Number 11 of 2008 concerning Information and Electronic Transactions as
amended by Law Number 19 of 2016

Law Number 36 of 1999 concerning Telecommunication

Website

il



Ahmad M Ramli, “Urgensi Ratifikasi Convention on Cybercrime”
http://www.bphn.go.id/data/documents/urgensi_ratifikasi convention _on_
cyber_crime_edit2%5B1%5D.ppt, accessed on 18 November 2022.

Asianet, “Internet Effects on Society: Positive and Negative Impact of Internet”.
https://asianetbroadband.in/effects-of-the-internet-on-society/. Accessed 16
July, 2022.

Asianet, “Positive Impacts of The Internet”. https://asianetbroadband.in/positive-
impacts-of-the-internet/ Accessed 19 November 2022.

Asia Fund Managers, “Indonesia Economy™.
https://www.asiafundmanagers.com/gbr/indonesia-economy/ accessed 19
November 2022.

Computer Crime Research, “Closer Ties on Cybercrime: Japan and France
Agreement”, https://www.crime-research.org/mews/26.06.2008/3428/
Accessed 26 July, 2022.

Council of Europe Portal, “Chart of signatures and ratifications of Treaty”.
https://www.coe.int/en/web/conventions/full-list?module=signatures-by-
treaty&treatynum=185. Accessed 16 July, 2022.

Deccan Herald, “Cybercrimes Are Hard to Detect”.
https://www.deccanherald.com/content/634262/cybercrimes-hard-
detect.html. Accessed 15 July, 2022.

Detik, “Mengenal Spionase- Kegiatan Intelijen- Kumpulkan Informasi Rahasia”.
https://www.detik.com/edu/detikpedia/d-5877736/mengenal-spionase-
kegiatan-intelijen-kumpulkan-informasi-rahasia Accessed 1 August, 2022.

Ekran, “How to  Detect and Prevent Industrial  Espionage”.
https://www.ekransystem.com/en/blog/prevent-industrial-espionage
Accessed 1 August, 2022.

Fulcrum, “Digital Transformation under Indonesia’s G20 Presidency: What can it
Deliver?”. https://fulcrum.sg/digital-transformation-under-indonesias-g20-
presidency-what-can-it-deliver/ Accessed 19 November, 2022.

il



InformlIT, “Hackers and Crackers”.
https://www.informit.com/articles/article.aspx?p=30048 Accessed 15 July,
2022.

Kompasiana, “Teknologi Cyber, Cyberspace”.
https://www.kompasiana.com/lamigos/557217f3307a614e38ad23ca/teknol
ogi-cyber-cyberspace?page=2&page_images=1 Accessed 18 July, 2022.

Satista, “Number of internet users in Indonesia from 2017 to 2020 with forecasts
until 2026, https://www.statista.com/statistics/254456/number-of-internet-
users-in-indonesia/ accessed 19 November 2022.

Science Node, “A Brief History of the Internet”. https://sciencenode.org/feature/a-
brief-history-of-the-internet-2018.php. Accessed 16 July, 2022.

Scribd, “Karakteristik Dunia Maya”.
https://www.scribd.com/document/480026924/K arakteristik-Dunia-Maya.
Accessed 18 July, 2022.

SindoNews, “Potensi Kejahatan Spionase di Indonesia Studi Kasus Eli Cohen”.
https://masional.sindonews.com/read/439346/18/potensi-kejahatan-
spionase-di-indonesia-studi-kasus-eli-cohen-1622131519/20 = Accessed 1

August, 2022.

Technopedia, “What Is the Internet? — Definition from Technopedia”.
https://www.techopedia.com/definition/2419/internet.” Accessed 16 July,
2022.

TechTarget, —“What—1Is ~ Cybercrime? - Definition ~ from Searchsecurity”
https://www.techtarget.com/searchsecurity/definition/cybercrime.
Accessed 15 July, 2022.

The Anticorruption Blog, “Series: Economic Espionage and Theft of Trade
Secrets”. https://www.anticorruptionblog.com/corruption/series-economic-
espionage-and-theft-of-trade-secrets/ Accessed 30 July, 2022.

v



Decision

France v. Turkey (1927) P.C.LJ., Ser. A, No. 10., pg. 18-19

Encyclopedia

Encyclopedia Britannica, “Cyberspace”.
https://www .britannica.com/topic/cyberspace Accessed 16 July, 2022.




