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CHAPTER I 

INTRODUCTION 

 

1.1 Background 

In this modern era, technology has become a part of our daily life and 

necessity. Technology was developed in order to improve people’s live, and today 

it is changing the way we live through the use of mobile devices. Nowadays, people 

tends to rely on their online connection to fulfil their needs, this evolution of 

relationship between humans and technologies in the society open up many 

opportunities in the platform.1 Thus, the concept of E-Commerce, which means 

business activities on the internet,2 was invented to mimic the way people shop in 

real life, and it keeps evolving to make E-Commerce to become even more 

convenience while also adapting with people’s lifestyle.  

Indonesia, a huge country with a population over 260 million people3 is just 

starting to adjust their lifestyle with the influence of technology. People start using 

mobile devices to help them doing their daily chores or as one of their main sources 

of entertainment, creating a dependability towards the technology. Looking at this 

condition, Indonesia can be considered to have huge potential market for E-

 
1Erik Brynjolfsson et al., "Technology Is Changing the Way We Live, Learn and Work. 

How Can Leaders Make Sure We All Prosper?" World Economic Forum, , accessed February 24, 
2019, https://www.weforum.org/agenda/2017/01/technology-is-changing-the-way-we-live-learn-
and-work-how-can-leaders-make-sure-we-all-prosper/. 

2"E-COMMERCE | Meaning in the Cambridge English Dictionary," Cambridge 
Dictionary, , accessed February 25, 2019, https://dictionary.cambridge.org/dictionary/english/e-
commerce. 

3"Indonesia Population (LIVE)," United Arab Emirates Population (2018) - 
Worldometers, , accessed February 25, 2019, http://www.worldometers.info/world-
population/indonesia-population/. 
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Commerce to develop, therefore several E-Commerce startup companies came to 

the surface. 

Indonesia’s E-Commerce user is increasing every year and was foreseen to 

add 50 million new users between 2015 and 2020.4 Causing Indonesia to be among 

the highest social media users in the world, with more than 140 million users at the 

end of 2018. The Indonesian Ministry of Industry calculates that Indonesia has $100 

billion as the value of its digital industry,5 and the government expects it to increase 

up to $130 billion in 2020. 

Even though, Indonesia users is still concentrated in the cities area it is 

enough for Indonesia to create several unicorn companies. For example, one of 

them is Tokopedia, this one of the first e-commerce company received a $1.1 

Billion investment in 2017 from Alibaba,6 a huge retail company from China. 

Today, Tokopedia is known to has more than 80 million active users every month,7 

and the number keep increasing until the present day. 

Currently, Indonesia has 31.65 million E-Commerce users with expected 

another 22.24 million additional E-Commerce users.8 Raising the relevance and 

importance of Cyber-Security concept for the e-commerce companies. The 

 
4Eijas Arifin, "The Rise of E-commerce in Indonesia," The ASEAN Post, November 29, 

2018, , accessed February 25, 2019, https://theaseanpost.com/article/rise-e-commerce-indonesia. 
5Amanda Siddharta, "E-commerce Growing Among Internet Savvy Indonesians," VOA, 

December 19, 2018, , accessed February 25, 2019, https://www.voanews.com/a/e-commerce-
growing-among-internet-savvy-indonesians/4707223.html. 

6Jon Russell, "Indonesia E-commerce Leader Tokopedia Raises $1.1B from Alibaba and 
SoftBank's Vision Fund," TechCrunch, December 12, 2018, , accessed February 25, 2019, 
https://techcrunch.com/2018/12/11/tokopedia-raises-1-1b/. 

7Anisa Menur, "[Updated] Tokopedia, OVO Team up to Offer the Payment Service on 
the E-commerce Platform," E27, , accessed February 25, 2019, https://e27.co/tokopedia-ovo-team-
offer-payment-service-e-commerce-platform-20181031/. 

8"Indonesia ECommerce Insights | 43.89 Million Online Shoppers By 2022," 
EShopWorld, February 07, 2018, , accessed February 25, 2019, 
https://www.eshopworld.com/blog/indonesia-ecommerce-insights-2018/. 
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importance of Cyber-Security should not be underestimated, because when an E-

Commerce company targeted by hackers, the information threaten to be stolen 

could have devastating impacts. Data like birth date, addresses, or even credit cards 

information could be stolen.9 This is why the E-Commerce Cyber-Security was 

created. 

Cyber-Security is the efforts of defending electronic systems or networks 

from Cyber-Attack, which purpose is to steal data and information.10 Along with 

the advancement of information system, the term Cyber-Security has a very wide 

coverage and could be applied in several contexts. One of it is regarding the E-

Commerce security, a set of safety guidelines for E-Commerce transactions.11 It 

was created with purpose to protect both companies and customers from threats in 

E-Commerce activities like credit card fraud and to increase customers’ trust to the 

platform. 

In addition, the efforts to guarantee a safety E-Commerce transaction can 

be done by both the hosts and the customers. The E-Commerce hosts should prepare 

their platform with multi-layered security with frequent updates to make it harder 

to breach and monitor all transactions to prevent suspicious activities occurring in 

the platform.12 Facilitate the platform with SSL certificates authentication, 

bandwidth to protect against Dos/DDoS attack, and to be PCI compliant in order to 

 
9Meghan Sheerin, "The Importance Of Cybersecurity In Modern E-Commerce," Digitalist 

Magazine, , accessed February 25, 2019, https://www.digitalistmag.com/customer-
experience/2018/03/09/importance-of-cybersecurity-in-modern-e-commerce-05963816. 

10Daily English Global Blogkasperskycom, , accessed February 25, 2019, 
https://www.kaspersky.com/resource-center/definitions/what-is-cyber-security. 

11"Why Is Ecommerce Security So Important?" The BigCommerce Blog, , accessed 
February 25, 2019, https://www.bigcommerce.com/ecommerce-answers/why-online-security-so-
important/. 

12Ibid. 
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protect the companies and customers from having their business transaction 

information stolen by hackers. 

On the other hand, the users could also contribute in making a secure 

platform. First, by cooperating with safety guidelines provided by the platforms and 

to implement more complicated passwords. Awareness regarding this issue should 

be raise, because people tend to underestimate the security factors of a platform. 

They also have to be wiser in filtering their personal information to be share through 

online platform. Similar case would be seen with the Facebook Privacy Scandal, in 

which they allowed third-party apps to have access towards Facebook users’ data 

without any permission from the users. 

It allows the developers to access user’s data with the help of a tool known 

as API (application Programming Interface),13 a software tool that provides 

developers to have access control of users’ device functions that the application 

might not have permission to use in the first place. Basically, API is use as a way 

for communication between services in order to create better feature, experience 

and convenience for the users. For example, to use Google Translate to instantly 

translate Facebook comments or Twitter tweets without having to switch apps. This 

tool might appear harmless, but it could actually provoke a national security level 

threat if misuse by the wrong person for certain purpose. 

In the Facebook Privacy Scandal,14 a firm called Cambridge Analytica was 

known to purchased millions of Facebook users’ personal data in order to build a 

 
13 “What Is an API? (Application Programming Interface),” MuleSoft, accessed 

September 13, 2019, https://www.mulesoft.com/resources/api/what-is-an-api. 
14 Eli Blumenthal, “Facebook's Latest Privacy Scandal: What We Know about the 

Company's Handling of User Data,” USA Today (Gannett Satellite Information Network, 
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Psychological Warfare Tool to help elect Donald Trump as the president of the 

United States during the 2016 election.15 Knowing that the leaked data could 

impose such level of threat, it could also lead to threaten individual’s well-being by 

manipulating them through predicting their personalities and preferences from their 

online activities. 

With growing E-Commerce user, the levels of Cyber-Attack threat are also 

increasing. Even though companies do aware about these security and privacy 

issues, they do nothing to prevent the Cyber-Attack. This is probably because this 

problems remain within the engineers and tech pros sectors to handle, too many 

layers of technology in one company system which leave a lot of vulnerability from 

the previous system,16 and the ignorance from companies decision makers which 

prioritized production and bottom line system over the security of the system. 

Some companies even known to exploited unawareness of people towards 

the importance of their private information and privacy, to gain more profit or to 

fulfill certain goals. For example, in the United States a huge telecommunication 

company AT&T was known to sell access to their customers’ personal information 

to third parties or government institutions where they gained millions of dollars 

 
December 19, 2018), https://www.usatoday.com/story/tech/2018/12/19/facebooks-latest-privacy-
scandal-what-we-know-now/2361257002/. 

15 Issie Lapowsky, “How Cambridge Analytica Sparked the Great Privacy Awakening,” 
Wired (Conde Nast, March 18, 2019), https://www.wired.com/story/cambridge-analytica-
facebook-privacy-awakening/. 

16"Importance of Cyber Security for Ecommerce Businesses in 2018," APPSeCONNECT, 
, accessed February 25, 2019, https://www.appseconnect.com/importance-of-cyber-security-for-
ecommerce-business/. 
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from it.17 In 2015, AT&T was fined up to $25 Million18 by the Federal 

Communications Commission (FCC) due to their failure in protecting their 

customers’ data that might include personal information and social security 

numbers. 

Some of the information sharing are actually done in order to provide more 

convenient service for the user, and some users’ information are required by third-

party service provider to activate their features. But, some data; especially 

customers’ location data were misuse by irresponsible institutions or officials to 

spy on innocent people. 

By having the internet users more aware regarding Cyber-Security, it might 

restrain the increasing number of Cyber-Attack occurred. The efforts of improving 

Cyber-Security system should also come from the government. Besides targeting 

internet users, Cyber-Attack most frequent attack would target state’s facilities 

whether it is military or non-military facility. 

Related case would be the Ukrainian power outage which took place on 

December 23, 2015.19 Ukraine was hit with by a huge power outage, and after 

several investigation it was discovered as a result from a Cyber-Attack towards the 

Supervisory Control and Data Acquisition (SCADA) system. This incident left 

 
17 Nicky Woolf, “Documents Show AT&T Secretly Sells Customer Data to Law 

Enforcement,” The Guardian (Guardian News and Media, October 25, 2016), 
https://www.theguardian.com/business/2016/oct/25/att-secretly-sells-customer-data-law-
enforcement-hemisphere. 

18 Rebecca R. Ruiz, “F.C.C. Fines AT&T $25 Million for Privacy Breach,” The New 
York Times (The New York Times, April 8, 2015), https://bits.blogs.nytimes.com/2015/04/08/f-c-
c-fines-att-25-million-for-privacy-breach/. 

19 Julia Summers and Michael Walstrom, “Cyberattack on Critical Infrastructure: Russia 
and the Ukrainian Power Grid Attacks,” The Henry M. Jackson School of International Studies, 
July 11, 2019, https://jsis.washington.edu/news/cyberattack-critical-infrastructure-russia-
ukrainian-power-grid-attacks/. 
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approximately up to 225,000 Ukrainian without power for several hours.20 This 

incident is one of many Cyber-Attack that show us that hackers are capable and 

with the increasing number of attacks targeting critical infrastructure system of 

states, we should really be concerned over this issue. 

In this research, author wants to explore the impacts of e-commerce growing 

popularity in Indonesia. To observes national security problems and issues that is 

possible to be formed through breach of security in the Indonesia e-commerce 

platform, on how the unawareness and the ignorance of people regarding Cyber-

Security could affect our national status and sovereignty. Thus, the author would 

be able to emphasize the importance of Cyber-Security for Indonesia, while also 

raising awareness regarding the Cyber-Security issue. 

 

1.2 Research Question 

 Based on the situation previously explained, the author prompts the 

following research question. 

How can Cyber-Attack threaten Indonesia’s sovereignty and safety? 

What are the precaution efforts from Indonesian government in protecting 

Indonesia’s sovereignty and safety from Cyber-Attack? 

 

 

 

 
20 Robert M. Lee SANS, Michael J. Assante SANS, and Tim Conway SANS, “TLP: 

White Analysis of the Cyber Attack on the Ukrainian Power Grid,” Analysis of the Cyber Attack 
on the Ukrainian Power Grid, March 18, 2016, https://ics.sans.org/media/E-
ISAC_SANS_Ukraine_DUC_5.pdf. 
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1.3 Research Objective 

 The objective of the research is to analyze the possible national security 

threats what might threaten Indonesia in this period of massive e-commerce growth 

as a platform. With this research, the author would be able to raise awareness for 

people regarding the importance of Cyber-Security and encouraging Indonesian 

government to get more involve in improving their Cyber-Security system, 

regulations and policy. 

 

1.4 Significance of the Research 

The result from this research will provide more understanding regarding the 

importance of Cyber-Security, by researching the possible impacts of E-Commerce 

growth in Indonesia and point out the problems induced by people’s unawareness 

of how their online activities could be exploited to infiltrate and inflict major attack 

to the state’s infrastructure system. This research topic is a relevant topic, as it 

discusses problems that should be on national concern due to its correlation with 

national security. 

The aim is to persuade Indonesian government to create better Cyber-

Security system, and also mitigation and prevention strategies. Encouraging them 

in implementing better and more relevant policy to improve their performance in 

protecting Indonesia’s sovereignty and safety. Thus, this research could bring 

benefits for social science students, the Indonesian government as well as the 

Indonesia E-Commerce users. 
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1.5 Structure of Thesis 

 The author begins the first chapter with topic introduction to help 

familiarize the reader with the thesis main discussion; which includes background 

of the topic complete with case studies, research questions, and the writing purpose 

of this thesis. Continue to the second chapter that explains the theoretical 

framework of this thesis that contains literature review which gives insights 

regarding the existing research or literature that relevant with this research. This 

chapter also contains the international relations theory and concepts of this research. 

 The third chapter discusses the methodology of this chapter that explains on 

how this research is approached, the data collection method and analysis that could 

help addressing the research questions. The next discussed fourth chapter consists 

the research findings, data analysis and discussion of this thesis. All the collected 

data are discussed and analyze with international relations theories framework to 

answer the research questions. 

 Lastly, the fifth chapter concludes the entire data and findings of the 

research, recapitulating all the main points analyzed in the previous chapter. This 

chapter also provide recommendation from the author to maximize the benefits for 

the readers, social science students, the Indonesian government, internet users and 

E-Commerce users. 

 

 

 

 


