
CHAPTER I

INTRODUCTION

1.1 Background

The art of cryptography has originated since ancient civilisations; a classic
famous example is the Caesar cipher, a substitution cipher which involves
substituting a letter with another one further in the alphabet. Various other
techniques have emerged during this era, but they remain prone to frequency
analysis.

A more advanced algorithm for cryptography is the symmetric-key
algorithm, which as its name suggests, makes use of the a cryptographic key for
both encryption and decryption. One of the most well-known and influential
mechanism is Data Encryption Standard (DES) published by the National Institute
of Standards and Technology (NIST) [1]. However, it is insecure and subject to
brute-force attacks, although it still remains the standard means for securing
electronic commerce for many financial institutions around the world. At this
point, cryptographic systems have begun to adhere to Kerckhoff’s Principle, which
states, “a cryptosystem should be secure even if everything about the system,
except the key, is public knowledge” [2].

The advent of modern cryptography itself started due to the paper New
Directions in Cryptography, which introduced the concept of public-key
cryptography and a new method for key exchange. The first practical public-key
encryption and signature scheme itself is the RSA, devised by Rivest, Shamir and
Adleman [1]. Its strength lies in the discrete logarithm problem, where there is an
asymmetry in between the difficulties of computing discrete logarithms and its
inverse problem of discrete exponentiation, which is relatively much easier to
perform.

Discovered in 1985 by Victor Miller (IBM) and Neil Koblitz (University of
Washington) as an alternative mechanism for implementing public-key
cryptography, elliptic curve cryptography (ECC) is the new hit in the field [3].
Elliptic curves were already being used in other cryptographic contexts, such as
integer factorisation and primality proving at the time, but their usage has been
growing more popular once they were proposed for discrete logarithm-based
cryptosystems [4], especially given that ECC provides the same cryptographic
strength with RSA using shorter key lengths. Several cryptographic protocols
making use of ECC include Elliptic Curve Diffie-Hellman (ECDH) and Elliptic
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Curve Digital Signature Algorithm (ECDSA). These protocols have been used in
various applications, such as for validation of transactions in cryptocurrencies.
This thesis will explore on the implementation of these protocols, as well as the
ElGamal encryption scheme making use of ECC.

Many mathematicians in algorithmic number theory have also tried proposing
attacks against elliptic curve cryptosystems, but they have been unsuccessful so far
[4]. Successful attacks usually work for only a specific family of elliptic curves,
which will be discussed in this thesis as well. Among the attacks working on general
elliptic curves, one of the fastest attacks is the Pollard’s Rho algorithm, which is also
one of the most studied attacks. This thesis will also strive to provide a statistical
insight on the Pollard’s Rho attack on ECC.

1.2 Problem Statement

The main problem to be discussed is how different parameters of Pollard’s
Rho attack on elliptic curve cryptography may affect its attack speed. Specific
research questions include the following.

1. What are elliptic curves and the elliptic curve discrete logarithm problem?

2. How is elliptic curve cryptography used in various cryptographic protocols?

3. What attacks have been developed against elliptic curve cryptography?

4. How does Pollard’s Rho algorithm work and how is it used to attack elliptic
curve cryptography?

5. How may specific parameters used in Pollard’s Rho algorithm affect its
performance speed, and how do we determine this statistically?

1.3 Objectives

The main objective of this thesis is to investigate the problem statement from
a statistical perspective. The outline of the main objective is as follows.

1. Develop a model for elliptic curves over a finite field, which will:

(a) Be coded in Python

(b) Implement point addition and scalar multiplication

(c) Generate a public key from a given private key
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2. Implement cryptographic protocols making use of elliptic curve
cryptography, such as:

(a) Elliptic Curve Diffie-Hellman (ECDH)

(b) Elliptic Curve Digital Signature Algorithm (ECDSA)

(c) ElGamal encryption system with elliptic curve cryptography

3. Implement Pollard’s Rho algorithm as an attack on elliptic curve
cryptography

4. Perform a statistical analysis using ANOVA on the attack with different
factors, namely:

(a) Public and private key pairs

(b) Parameters within Pollard’s Rho algorithm

5. Describe and interpret the results

1.4 Restrictions and Assumptions

The restrictions and assumptions in this thesis are as follows.

1. The elliptic curve subgroup used for the statistical analysis is limited to one
fixed subgroup with the same elliptic curve parameters and base point to have
a constant subgroup order (n).

2. The number of tries used to obtain the mean number of steps in each statistical
test is limited to 30.

3. The Pollard’s Rho algorithm used is not parallelised.

1.5 Thesis Structure

The writing structure of this thesis is as detailed below.

1. Chapter I describes the background, problem statement and objectives.

2. Chapter II describes elliptic curves, defining groups over them and elliptic
curves on finite fields.

3. Chapter III describes elliptic curve cryptography as a public-key
cryptography mechanism.
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4. Chapter IV describes Pollard’s Rho algorithm as an attack on elliptic curve
cryptographic systems.

5. Chapter V covers the statistical analysis of Pollard’s Rho algorithm using
ANOVA.

6. Chapter VI summarises results from the analysis, draws conclusions and
covers possibilities of future works.
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