
 

 

 

DAFTAR PUSTAKA 

Buku 

Cavoukian, A. (2011). Privacy by Design: The 7 Foundational Principles, 

Implementation and Mapping of Fair Information Practices. Edisi Revisi. 

Chaffey, D. (2009). E-Business and E-Commerce Management: Strategy, 

Implementation and Practice. England: Pearson Education Limited. Edisi 

ke-4. 

Dewi, S. (2009). CyberLaw: Perlindungan Privasi Atas Informasi Pribadi 

Dalam E-Commerce Menurut Hukum Internasional. Bandung: Widya 

Padjajaran. 

Djafar, W. & Komarudin, A. (2014). Perlindungan Hak Atas Privasi di Internet 

– Beberapa Penjelasan Kunci. Jakarta: Elsam. 

Djafar, W & Santoso, M. J dari Lembaga Studi dan Advokasi Masyarakat 

(ELSAM). (2019). Perlindungan Data Pribadi: Mengenali Hak-Hak 

Subjek Data, Serta Kewajiban Pengendali dan Prosesor Data. Jakarta: 

Elsam. 

Garner, B.A., (2014). Black’s Law Dictionary. St. Paul, MN: Thomson Reuters. 

Halimawan, A, et al. (2020). Kajian Mencari Solusi Permasalahan Instrumen 

Hukum Perlindungan Data Pribadi di Indonesia. 

Haristya, S, et al. (2020). Studi Pendahuluan: Perbandingan Rancangan 

Undang-Undang Perlindungan Data Pribadi dengan Konvensi Eropa 

108+ dan GDPR. Jakarta: Tifa Foundation. 

Karo, R & Prasetyo, T. (2020). Pengaturan Perlindungan Data Pribadi di 

Indonesia: Perspektif Teori Keadilan Bermartabat. Bandung: Nusa 

Media. 

Peter Mahmud Marzuki. (2016). Penelitian Hukum, Edisi Revisi, Cet. III. 

Jakarta: Kencana. 

Prasetyo, T. (2015). Keadilan Bermartabat: Perspektif Teori Hukum. Bandung: 

Nusa Media. 

Prasetyo, T & Barkatullah A.H. (2014). Filsafat, Teori & Ilmu Hukum 

Pemikiran: Menuju Masyarakat yang Berkeadilan dan Bermartabat. 

Jakarta: Rajawali Press. 

Rahardjo, S. (2012). Ilmu Hukum. Bandung: Citra Aditya Bakti. 

Soekanto, S. (1986). Pengantar Penelitian Hukum. Jakarta: UI Press. 

Supancana, I.B.R. (2020). Cyber Ethics dan Cyber Law: Kontribusinya bagi 

Dunia Bisnis. Edisi 1. Jakarta: Universitas Katolik Indonesia Atma Jaya. 

Suryabata, S. (1998). Metodologi Penelitian. Jakarta: Raja Grafindo Persada. 



 

 

 

Valdetero, J. & Zetoony, D. (2019). Data Security Breach Handbook. 

Woodard, R. L. (2004). Is Your Medical Information Safe? A Comparison of 

Comprehensive and Sectoral Privacy and Security Laws. Vol. 15, No. 1. 

Zainal, A. (2012). Pengantar Tata Hukum Indonesia. Jakarta: Rajawali Press. 

Zainuddin, A. (2015). Metode Penelitian Hukum. Jakarta: Sinar Grafika. 

 

Peraturan Perundang-Undangan 

Negara Republik Indonesia, Undang-Undang Dasar 1945. 

Undang-Undang No. 10 Tahun 1998 tentang Perbankan 

Undang-Undang No. 23 Tahun 2006 tentang Administrasi Kependudukan 

Undang-Undang No. 11 Tahun 2008 jo. Undang-Undang No. 19 Tahun 2016 

tentang Informasi dan Transaksi Elektronik 

Peraturan Pemerintah No. 71 Tahun 2019 tentang Penyelenggaraan Sistem dan 

Transaksi Elektronik 

Peraturan Pemerintah No. 80 Tahun 2019 tentang Perdagangan Melalui Sistem 

Elektronik 

Peraturan Presiden No. 67 Tahun 2011 tentang Kartu Tanda Penduduk 

Berbasis Nomor Induk Kependudukan Secara Nasional 

Peraturan Menteri Komunikasi dan Informatika No. 20 Tahun 2016 tentang 

Perlindungan Data Pribadi dalam Sistem Elektronik 

Surat Edaran Otoritas Jasa Keuangan No. 14/SEOJK/07/2014 tentang 

Kerahasiaan dan Keamanan Data dan/atau Informasi Data Pribadi 

Konsumen 

Draf Rancangan Undang-Undang tentang Perlindungan Data Pribadi 

Naskah Akademik Rancangan Undang-Undang tentang Perlindungan Data 

Pribadi 

General Data Protection Regulation (EU GDPR) 

OECD Privacy Guidelines 1980 (termasuk perubahannya) 

Personal Data Protection Act 2012 Singapore (termasuk perubahannya) 

Japan Personal Information Protection Act 2003 (termasuk perubahannya)  

Philippines Data Privacy Act 2012  



 

 

 

 

Situs Web 

https://lokadata.id/artikel/kasus-kebocoran-data-semakin-banyak-belanja-

daring-paling-rentan  

https://www.cnbcindonesia.com/tech/20200704112811-37-170183/kacau-

banget-kok-bisa-sih-data-tokopedia-bocor 

https://tekno.kompas.com/read/2020/05/03/03330087/kebocoran-data-15-juta-

pengguna-pengakuan-tokopedia-dan-analisis-ahli?page=all 

https://www.hukumonline.com/berita/baca/lt5e57416828b4b/urgensi-

perlindungan-data-pribadi-konsumen-di-sektor-e-commerce?page=all  

https://iprice.co.id/insights/mapofecommerce/ 

https://www.infolaw.co.uk/newsletter/2019/11/what-is-data-misuse/ 

https://www.globaltrademag.com/e-commerce-and-data-breaching-the-next-

cyberthreat/ 

https://www.f-secure.com/en/home/articles/why-do-hackers-want-your-

personal-information 

https://gdpr-info.eu/art-5-gdpr/ 

https://gdpr-info.eu/art-24-gdpr/ 

https://iapp.org/news/a/summary-philippines-data-protection-act-and-

implementing-regulations/ 

https://www.endpointprotector.com/blog/data-protection-in-japan-appi/ 

https://www.imd.org/smart-city-observatory/home/ 

Fauzan, R. (2020). “Ini Kronologis Informasi Peretasan di Tokopedia!”, 

Teknologi.bisnis.com 

(https://teknologi.bisnis.com/read/20200503/266/1235699/inikronologisi

nformasi-peretasan-di-tokopedia) 

Government Gazette Republic of Singapore, Acts Supplement 

(https://sso.agc.gov.sg/Act/PDPA2012) 

Heriani, F. N, “Data Penumpang Lion Air Bocor, UU Perlindungan Data 

Pribadi Dibutuhkan”, 

(https://www.hukumonline.com/berita/baca/lt5d8947d7aa783/data-

penumpang-lion-air-bocor--uu-perlindungan-data-pribadi-dibutuhkan, 

diakses 9 Desember 2021) 

https://lokadata.id/artikel/kasus-kebocoran-data-semakin-banyak-belanja-daring-paling-rentan
https://lokadata.id/artikel/kasus-kebocoran-data-semakin-banyak-belanja-daring-paling-rentan
https://www.cnbcindonesia.com/tech/20200704112811-37-170183/kacau-banget-kok-bisa-sih-data-tokopedia-bocor
https://www.cnbcindonesia.com/tech/20200704112811-37-170183/kacau-banget-kok-bisa-sih-data-tokopedia-bocor
https://tekno.kompas.com/read/2020/05/03/03330087/kebocoran-data-15-juta-pengguna-pengakuan-tokopedia-dan-analisis-ahli?page=all
https://tekno.kompas.com/read/2020/05/03/03330087/kebocoran-data-15-juta-pengguna-pengakuan-tokopedia-dan-analisis-ahli?page=all
https://www.hukumonline.com/berita/baca/lt5e57416828b4b/urgensi-perlindungan-data-pribadi-konsumen-di-sektor-e-commerce?page=all
https://www.hukumonline.com/berita/baca/lt5e57416828b4b/urgensi-perlindungan-data-pribadi-konsumen-di-sektor-e-commerce?page=all
https://iprice.co.id/insights/mapofecommerce/
https://www.infolaw.co.uk/newsletter/2019/11/what-is-data-misuse/
https://www.globaltrademag.com/e-commerce-and-data-breaching-the-next-cyberthreat/
https://www.globaltrademag.com/e-commerce-and-data-breaching-the-next-cyberthreat/
https://www.f-secure.com/en/home/articles/why-do-hackers-want-your-personal-information
https://www.f-secure.com/en/home/articles/why-do-hackers-want-your-personal-information
https://gdpr-info.eu/art-5-gdpr/
https://gdpr-info.eu/art-24-gdpr/
https://iapp.org/news/a/summary-philippines-data-protection-act-and-implementing-regulations/
https://iapp.org/news/a/summary-philippines-data-protection-act-and-implementing-regulations/
https://www.endpointprotector.com/blog/data-protection-in-japan-appi/
https://www.imd.org/smart-city-observatory/home/
https://teknologi.bisnis.com/read/20200503/266/1235699/inikronologisinformasi-peretasan-di-tokopedia
https://teknologi.bisnis.com/read/20200503/266/1235699/inikronologisinformasi-peretasan-di-tokopedia
https://sso.agc.gov.sg/Act/PDPA2012
https://www.hukumonline.com/berita/baca/lt5d8947d7aa783/data-penumpang-lion-air-bocor--uu-perlindungan-data-pribadi-dibutuhkan
https://www.hukumonline.com/berita/baca/lt5d8947d7aa783/data-penumpang-lion-air-bocor--uu-perlindungan-data-pribadi-dibutuhkan


 

 

 

Kobrata, D. Pentingnya Data Protection Officer dalam Suatu Perusahaan. 

(https://appdi.or.id/pentingnya-peran-data-protection-officer-dalam-

suatu-perusahaan/) 

Muris, T. J. dari Federal Trade Commission (FTC). (2002). Protecting 

Consumers’ Privacy: Goals and Accomplishments. 

(https://www.ftc.gov/public-statements/2002/06/protecting-consumers-

privacy-goals-and-accomplishments) 

https://www.gdpreu.org/the-regulation/key-concepts/data-controllers-and-

processors/ 

 

Makalah Ilmiah 

ASIFMA Jurisdictional Comparison of Data Protection Rules: A comparison 

of key data protection regulation across APAC jurisdictions”, terbit bulan 

Juli 2020. 

Competition & Markets Authority. (2015). The commercial use of consumer 

data (Report on the CMA’s call for information). 

Djafar, W. (2019). Hukum Perlindungan Data Pribadi di Indonesia: Lanskap, 

Urgensi dan Kebutuhan Pembaruan. 

 

Jurnal 

Anggraeni, S.F. (2018). Polemik Pengaturan Kepemilikan Data Pribadi: 

Urgensi Untuk Harmonisasi dan Reformasi Hukum di Indonesia. Jurnal 

Hukum & Pembangunan 48 No. 4. 

Bisogni, F & Asghari, H. (2020). More Than a Suspect: An Investigation into 

the Connection Between Data Breaches, Identity Theft, and Data Breach 

Notification Laws. Journal of Information Policy. Vol. 10. 

Fathur, M. (2020). Tanggung Jawab Tokopedia Terhadap Kebocoran Data 

Pribadi Konsumen. 2nd National Conference on Law Studies: Legal 

Development Towards a Digital Society Era. 

Julyano, M. & Sulistyawan A.Y. (2019). Pemahaman Terhadap Asas 

Kepastian Hukum Melalui Konstruksi Penalaran Positivisme Hukum. 

Jurnal Mengenai Dasar-Dasar Pemikiran Hukum: Filsafat dan Ilmu 

Hukum. Vol.1, No. 1. 

Khan, A.G. (2016). Electronic Commerce: A Study on Benefits and Challenges 

in an Emerging Economy. Global Journal of Management and Business 

Research: Economics and Commerce. Vol 16, Ver 1.0. 

https://appdi.or.id/pentingnya-peran-data-protection-officer-dalam-suatu-perusahaan/
https://appdi.or.id/pentingnya-peran-data-protection-officer-dalam-suatu-perusahaan/
https://www.ftc.gov/public-statements/2002/06/protecting-consumers-privacy-goals-and-accomplishments
https://www.ftc.gov/public-statements/2002/06/protecting-consumers-privacy-goals-and-accomplishments
https://www.gdpreu.org/the-regulation/key-concepts/data-controllers-and-processors/
https://www.gdpreu.org/the-regulation/key-concepts/data-controllers-and-processors/


 

 

 

Kobrata, D & Atika, R. (2021). The Privacy, Data Protection and 

Cybersecurity Law Review: Indonesia. (The Law Reviews - The Privacy, 

Data Protection and Cybersecurity Law Review) 

Lokhande, P. S. & Meshram, B. B. (2013). E-Commerce Applications: 

Vulnerabilities, Attacks and Countermeasures. 

Nafi’ah, R. (2020). Pelanggaran Data dan Pencurian Identitas pada E-

Commerce. Cybersecurity dan Forensik Digital. Vol. 3, No.1. 

Prayogo, R.T. (2016). Penerapan Asas Kepastian Hukum Dalam Peraturan 

Mahkamah Agung Nomor 1 Tahun 2011 Tentang Hak Uji Materiil Dan 

Dalam Peraturan Mahkamah Konstitusi Nomor 06/PMK/2005 tentang 

Pedoman Beracara Dalam Pengujian Undang-Undang. Jurnal Legislasi 

Indonesia. Vol. 13, No. 2. 

Rizal, M.S. (2019). Perbandingan Perlindungan Data Pribadi Indonesia dan 

Malaysia. Jurnal Cakrawala Hukum. 

Rosadi, S.D. (2018). Perlindungan Privasi dan Data Pribadi dalam Era 

Ekonomi Digital di Indonesia. Jurnal Veritas et Justitia 4. No. 1 

Shaj, V. & Kaliyamurthie, K.P. (2013). A Review on Data Leakage Detection. 

International Journal of Computer Science and Mobile Computing. Vol. 

2, No. 4. 

Tsamara, N. (2021). Perbandingan Aturan Perlindungan Privasi Atas Data 

Pribadi Antara Indonesia Dengan Beberapa Negara. Jurnal Suara 

Hukum, Vol. 3, No. 1. 

Vickya, A & Kusumadewi, R. (2021). Kewajiban Data Controller dan Data 

Processor Dalam Data Breach Terkait Perlindungan Data Pribadi 

Berdasarkan Hukum Indonesia dan Hukum Singapura: Studi Kasus Data 

Breach Tokopedia. Padjajaran Law Review, Vol. 9, No. 1. 

Wang, P., Cruze, H., Wood, D. (2019). Economic Costs and Impacts of 

Business Data Breaches. Issues in Information Systems. Vol. 20, No. 2. 

Wijaya, G. (2020). Perlindungan Data Pribadi di Indonesia: Ius Constitutum 

dan Ius Constituendum. Law Review, Vol XIX, No. 3. 

Yuniarti, S. (2019). Perlindungan Hukum Data Pribadi di Indonesia. Jurnal 

Becoss. Vol. 1, No. 1. 

 

 

 

https://thelawreviews.co.uk/title/the-privacy-data-protection-and-cybersecurity-law-review/indonesia
https://thelawreviews.co.uk/title/the-privacy-data-protection-and-cybersecurity-law-review/indonesia

